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RED HAT MANAGEMENT

CLOUDFORMS

DELIVER SERVICES ACROSS YOUR HYBRID CLOUD

Hybrid Cloud Management

% Self-Service Provisioning
Policy-driven Compliance
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OPENSHIFT HYBRID MANAGEMENT
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OPENSHIFT HYBRID MANAGEMENT
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Containers » OpenShift Container Platform (Topology)
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How many pods for this
INVENTORY, DRILL-DOWN | /ocv
How many Images?

it (SPATRAE) What are these images?

Properties Relationships
Name cicd Containers Provider O OpenShift Container Platform
e
Display name Cl/CD Routes ::. 4 N dme
Creation timestamp Thu, 02 Feb 2017 18:23:40 +0000 Container Services Ge7 \ EGES .I EE}E'FIX
L] e
Resource version 548745 Replicators &6
Pods &6 &% Jenkins-1-6hc03
Nodes a2
& | nexus-1-fahrd
Container Images =
Container Templates TO ~\ ; pDSEgFESqi-ngE-'l -l4ti p
Smart Management sk Postgresgl-sonargube-1-wt31z
Red Hat Tags ‘ No Red Hat Tags have been assigned
ok Sonarqube-1-mékim
Name “ | Provider Ready Operating System Kernel Version Runtime Version
= &= ocp-node-1.lab.example.com CpenShift Container Platform True Employee SKU 3.10.0-514.6.1.el7.x86_64 docker://1.10.3
& &= ocp-node-2.lab.example.com DpensShift Container Platform True Employee SKU 3.10.0-514.6.1.el7.x86_64 docker://1.10.3




IMAGE - INVENTORY, SCAN

rhscl/postgresqgl-95-rhel7 (Summary) (Names with

"postgres")
Properties
Name
Tag

Image Id

Full Name

Operating System Distribution
Product Type

Product Name

Architecture

Author

Command

Entrypoint

Docker Version

Exposed Ports

Size

Compliance
Status

History

rhscl/postgresql-95-rhel?
latest

docker-pullable://registry.access.redhat.com/rhscl/
postgresql-95-rhel7@sha256:5fd5ddd41eddad0ede
969c72125ef64d3c34fb16f55ce2fa0697f778adadds
f2

registry.access.redhat.com/rhscl/postgresql-95-rhel
7.latest@sha256:5fd5ddd41ed4ad0eded69c72125e
f64d3c34fb16f55ce2f006971778ada9d4af2

redhat
Linux
Red Hat Enterprise Linux Server release 7.3 (Maipo)

amdss

run-postgresq/
container-entrypoint
1.10.3

5432/tcp

100610845

0 Non-Compliant as of 2 Months Ago

g Available

Relationships
Containers Provider
Image Registry
Projects

Pods

Containers

Nodes

Smart Management

Red Hat Tags

Configuration
Packages
OpenSCAP Results
OpenSCAP HTML

Last scan

OpenSCAP Failed Rules Summary

High

O OpensShift Container Platform
ggg registry.access.redhat.com
i

o7

gl

=2

‘ No Red Hat Tags have been assigned

& 207
42
Available

Sun, 29 Jan 2017 03:42:07 +0000

Which project is using

this image?
What is inside this
image?

Is this image secured?

Name A Vendor Version Release

@ ad 2251 1287

@ audiedibs 265 3el7

& audivlios 265 3.el7
pythan

ﬁj basesystem 10.0 7.el7

Automatically generated XCCDF from OVAL file: com.redhat.rhsa-RHEL7.xml

Evaluation Characteristics

CPE Pratiorms.

Banchmark

suteast  oterazsTirseds

pertormed by

Compliance and Scoring

Rule results
i 2
Severity of failed rules
N
Score
Scorng ystem. seore Maxmon Parcent
et scorng o sz 00000000 = »
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Out-of-the-box
Customizable
History
Graphics
Exportable
Centralized

W @ m G o 6 m 6 ) 6 6

REPORTING

Containers Reports

Name

MNodes By Capacity

MNodes By CPU Usage

Nodes By Memory Usage

Recently Discovered Pods

Number of Nodes per CPU Cores

Pods per Ready Status

Projects by Number of Pods

Projects By CPU Usage

Demo - Projects By Memory Usage

Pod counts For Container Images by Project

Number of Images per Node

Primary (Record) Filter

No

No

No

No

No

No

No

No

No

Yes

No

MNo

MNo

Secondary (Display) Filter

Sort By = Chart  User

Yes No
Yes No
Yes No

Saved Repbft "Pods per Ready Status - Wed, 12

Apr 2017 17:03:34 +0000"

# Pods per Ready Status
mynodejsapp-1-vj3in
rails-postgresql-example-1-1bgnz
tasks-1-2chs6
dancer-mysql-example-1-0k5c
jenkins-1-141rn
postgresql-sonarqube-1-dgiah
jenkins-1-82xf4

W True:315
W False; 99
W None: 17

Ready Condition Status
False
False
False
False
False
False

False

EVM Group
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MONITORING: CLUSTERS, NODES,

PROJECTS...

Options
.
e Zoom-in :
. Date  4/11/2017
(] H | Sto ry Show | 1 week « |back
Time Profile  UTC
PY ( :I ICkabIe * Daily charts only include days for which all 24 hours of data has been collected.
CPU (%) Memory (MB)
16.0% 11.7G8
15.5% ;
11.2GB
15.0%
10.7 GB
14.5%
10.3GB
14.0%
9.8GB
13.5%
2.3G8
04/09
13.0%
e Avg Avallable 11,58 GB
125% Avg Used 8.96 GB
04/05 na/m7 0409 04 04705 gy o3 04
M Avg % Used B Avg Used B Avg Available
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Network I/O (KBps)

188.0 KBps
187.0 KBps
186.0 KBps
185.0 KBps
184.0 KBps
183.0 KBps
182.0 KBps
181.0 KBps

180.0 KBps

04/05

04/07 04/09 04r
W Avg /O
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RED HAT

CHARGEBACK/SHOWBACK

Saved Report "My Chargeback Report - Wed May 11
16:29:45 UTC 2016"

Date Range

Image Based
Project Based i
Flexible Rates sno

Exportable e

05/10/2016

Emailed

o

10/2016

Project Name

default

default

hello-world
openshift-infra

openshift-infr

test

tost

2016-05-10 00:00:00 UTC

Tota

Totals:

FORUM

Europe, Midd

le East & Africa

CPU Used Cost

$3

$10.0

00

CPU Used

0.059 Cores

0.036 Cores

2.420 Cores

12.420 Cores

Memory Used Cost

Memory Used

5.2GB

Network 1/0 Used Cost

Network 1/0 Used Total Cost

36.00 275 KBps $44.24

$12.00 0 KBf 13.77
$67. 2 KBp: 1 /
$36.00 20 KBp $43.4
$151.05 8,706 KBps $239.23
$151.05 8,706 KBps $239,23
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Centralized
Automated
Customisable
Embedded
Event Based

POLICY & COMPLIANCE

~ = Container Image Control Policies
~ 2= Analyse incoming container images
# Don't scan image-inspector's image
~ = Container Image Discovered
& Initiate SmartState Analysis for Container Image
~ 22 Schedule compliance after smart state analysis
~ == Container Image Analysis Complete
& Check Host or VM Compliance

~ == Container Image Compliance Policies
« == OpenSCAP
# Has high severity OpenSCAP rule results
~ 2= Container Image Compliance Check
€3 Mark as Non-Compliant

€3 Prevent container image from running on OpenShift
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Disclaimer

The content set forth herein is Red Hat confidential information and
does not constitute in any way a binding or legal agreement or
impose any legal obligation or duty on Red Hat.

This information is provided for discussion purposes only and
is subject to change for any or no reason.
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CLOUDFORMS 4.6

OpenShift Template Provisioning from Catalog of Service
Alerts Dashboard and Life-cycle (Tech Preview)

Dynamic Metrics: retrieve and graph any metrics directly from
OpenShift
CloudForms Running on OpenShift as a Container Application

o Install with Red Hat OpenShift 3.7 (using Ansible)

o Install via an OpenShift Template

o Multiple Container: higher scalability, built-in health check.
Ansible Modules to Configure CloudForms (Manage Providers,
Manage Users, Manage Policies)

Q redhat



CLOUDFORMS 4.6

e Integration with Log aggregation User Interface (Kibana) for Clusters
and Nodes

e Integration with Cockpit for advanced Nodes troubleshooting.

e Chargeback by Allocation leveraging Container resource limits.

e Metering Reports on Container Images and Projects (Hours).
Exportable in csv, txt or pdf format.

e More out-of-the-box reports: Security Compliance, Projects Quota

e Off-line OpenScap Scan support.

& reanar



ALERT MANAGEMENT (Tech Preview

@ - & Administrator | -

ManagelQ

C | | £ configuration - P monitoring ~ 0 Policy ~

Containers Providers » EnglLab(Dashboard)

& Authentication ~

o E
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ALERT MANAGEMENT (Tech Preview)

ManagelQ dministrator | EVM v .
g L ®. & Administrator | EVM i %
Monitor » Alerts » All Alerts
Message All hawkular
Severity v e Severity v | |3
Owner Administrator Acknowledge
FLCENICRPNSRIEE: Provider Name: Openshift Cluster 00 X fd Filters Note C 2 look

Compute v @ [Jvm-48-93engl.. £ Openshift Clus..  All hawkular 20161214 06:48:11 01d 00h 3... Unassigned

SOP  Associated link configured by OP Admin

Configuration

History
Time Action User Note
concel| [
> [\ [dvm4g93engl.. (G OpenshiftClus.. Al hawkular 2016-12-1407:20:49 01d 00h 0.. Unassigned i
> vm-48-93engl.. 3 OpenShift Clus.. Al hawkular 2016-12-1407:40:18 23h42m 2. Unassigned i
3 (s} g
. Add Note X ‘
> vm-48-94.eng. Openshift Clus...  All hawkular 2016-12-1202:29:42 02d 16 5. Unassigned i
3 p g
s Messa All hawkular
b vm-48-93.eng.l Openshift Clus. All hawkular 2016-12-1201:52:30 02d 17h 3. Unassigned : ge
[ P g
Owner Unassigned
Note ting

Automate

Optimize

e | 3

vm-48-99.eng.lab.tlv.redhat.com:3000/alerts_list/show?name=0OpenShift Cluster 00&severity=Errorst
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Europe, Middle East & Africa



DYNAMIC METRICS

RED HAT' CLOUDFORMS MANAGEMENT ENGINE @+ & Administrator | EVM v

Cioud Intel & 6 £ Configuration ~ P~ Monitoring ~ U Policy v @ Authentication ~

~ 35cmge-podified Contal

ers Providers 35cmae-podified (Ad hoc Metrics)

Red Hat Insights

35cmae-podified (Ad hoc Metrics)

Services

System ~
> Properties N 7 - §
component v o anent Apply Filters || View Graph | § &« | < | Pagelof20 > »

Cnmpute » Relationships

156 Results
Configuration > 0| @& clustericpullimic Most Recent 09:52:30 2017-04-24 0.00

> @ cluster/cpu/request Most Recent 09:52:30 2017-04-24 200.00
Networks

v @ cluster/cpufusage_rate Most Recent 09:52:30 2017-04-24 648.00
Middleware

Trend Tags

648 O O e descriptor_name:  cpu/usage_rate
Storage . group_id: Icpu/usage_rate

cpu/usage _rate type: cluster
Control 3 O @ cluster/memory/limit Most Recent 09:52:30 2017-04-24 8.25 Gbytes

> @ cluster/memory/request Most Recent 09:52:30 2017-04-24 3.97 Gbytes
Automation

3 C @ cluster/memory/usage Most Recent 09:52:30 2017-04-24 5.05 Gbytes
Optimize > @& machine/cmge-podified-master.qa.lab.tlv.redhat.com/cpu/limit Most Recent 09:52:30 2017-04-24 0.00

> @& machine/cmge-podified-master.ga.lab.tiv.redhat.com/cpu/node_capacity ~ Most Recent 09:52:30 2017-04-24 4.00 k
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